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Scenario 1: Single FortiGate on Azure for
IPsec VPN to on-premise
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Azure Marketplace

Why Azure  Solutions

Azure Marketplace

Product Category

Compute

Netwarking

Storage

Web + Mobile
Databases

Intelligence + analytics
Security + |dentity
Developer toals
Monitaring + Management
Add-ons

Blockchain

Azure Active Directory apps

Refine
Trials
["] Test Drive
[7] Free software trial

Pricing Model
[ Free
["] Pay as you go
["] Bring your own license (BYO

Operating S
[J Windows
[ Linux

stem

Publishar
] Partners
] Microsoft

Products

ycumentation

Pricing Training Marketplace

Browse Sell Learn

Fortinet X

Product results (6)

Fortinet FortiWeb Web FortiGate Next
Application Firewall Generation Firewall for
(WAF) HA

By Fortinet

FortiWeb Web Application
Firewall delivers multi-layered
application threat protection

By Fortinet
High Availability Azure Resource

Manager Template for FortiGate
Mext Generation Firewall

Price varies Price varies

Test Drive Test Drive

FortiManager
Centralized Security
Management

By Fortinet

Reduce costs, simplify
configuration, automate
provisioning & maintain
compliance with FortiManager

Price varies

Get it now

Partners

Blog Resources

Search Marketplace ©

FortiAnalyzer
Centralized Log
Analytics

By Fortinet

Fortinet FortiAnalyzer delivers
centralized network logging,
analytics, and reporting

Price varies

Get it now

ce/apps/category/compute?page=1

Products > FortiGate Next Generation Firewall for HA

Sign in

FortiGate Next Generation Firewall for HA

Al Fortinet
HE Il
Unmy Overview Plans

GET IT NOW FortiGate NGFW High
Availability (HA)
TEST DRIVE

What's Test Drive?
Test Drive duration

1 hour

Pricing information
Cost of deployed template
components

Categories
Compute
Networking
Security + ldentity

Legal
License Agreement
Privacy Policy

De:

Fortinet FortiGate Next Generation Firewall complements the base security on Microsoft Azure platform, As you start the ARM template deployment,

you will be guided to select either Bring Your Own License or Pay as You Ga hourly licensing selection,

FortiGate Bring-Your-Own-License (BYOL) option allows you to pick and choose the VM annual perpetual licenses with various vCPU configuration.

This template provides a base start for HA architecture required for Enterprise environments, Configured to include the compenents and settings to

deliver best in class security with the HA protection needed for today's mission critical workloads,

» FortiGate WM offers protection from a broad array of threats, with support for all of the security and networking services offered by the Fortios

operating system.

= |PS technology protects against network-level threats in addition to signature-based threat detection, IPS performs anomaly-based detection

which alerts users to any traffic that matches attack behavior profiles.

For technical support assistance, you will need to register the FortiGate-VM license for Azure at the Fortinet Customer Support

https://support.fortinet.com/.

In addition to PAYG and BYOL licensing options, you can start your trial license directly from your Azure portal or obtain an evaluation license for

BYOL from your sales representative or channel partner.

Azure Pay-As-You-Go pricing

reference

CrU

1vCPU

2 vCPU;

4vCPU;

8 VCPU;

“Price is added to compute charges

Azure Instances Supported

D1.v2, F1, Fls; 50.30/hr
D2.v2, F2, F2s; $0.73/hr
D3_v2, F4, F4s $0.98/hr

D4_v2, F8, F8s; $1.96/hr

F
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How to Choose the Right FortiGate Model

= Use v-Series FortiGate VM: FG-VMxxV
» VDOM use restricted by number of NICs.
» VDOM upgrade possible
» Management VDOM will be available by default

= New with FortiOS 6.0.2 and later: FortiGate VM can run on larger instances
w.r.t. vCPU than the license would allow. Excess vCPUs will be ignored.

Instance type vGPU Max NIG FortiGate minimum order (BYOL)
Fi 1 2 FG-VMO1 or FG-VMO1v
F2, F2s, F2s_v2 2 2 FG-VMO2 or FG-VMO02v
F4, F4ds, F4s_v2 4 4 (2 for Fds_v2) FG-VMO4 or FG-VMO4v
F8, F8s, F8s_v2 8 8 (4 for F8s_v2) FG-VMOS or FG-VMO8v
F16, F16s, F16s_v2 16 8 (4 for F16s_v2) FG-VM16 or FG-VM16v

https://docs2.fortinet.com/vm/azure/fortigate/6.0/about-fortigate-for-azure/6.0.0/271726/instance-type-support

==RTINET.


https://docs2.fortinet.com/vm/azure/fortigate/6.0/about-fortigate-for-azure/6.0.0/271726/instance-type-support

Custom Sample Templates from Fortinet

O Features Business Explore Marketplace Pricing Sign in < Sign up

Overview Repositories 2 Stars 0 Followers 21 Following 6

- - Popular repositories

Azure-Templates AWS-CloudFormationTemplates

‘ - ' Azure Templates for Fortinet Solutions AWS Cloud Formation Templates for Fortinet Solutions

*6 ¥s HCL 4

Fortinet Solutions

fortinetsolutions 8 contributions in the last year

Security Without Compromise MNov Dec Jan Feb Mar Apr May Jun Jul Aug Sep Oct

Mon
Block or report user

Wed

|

Fri |

4% Fortinet, Inc.
Less HE More

Learn how we count contributions.

Contribution activity Jump to ~

® Sunnyvale, California

@ https://www.fortinet.com/

https://github.com/fortinetsolutions
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FortiGate on Azure — Living with playground rules >

Microsoft Azure

\
/ ‘ y
1. You may not manipulate layer 2

2. You may not use Multicast
@ @ 3. You may not reassign IP addresses
4. You may create one and only one next
hop per custom route.
&
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Azure with PowerShell — Getting Started

= |f you're starting with PowerShell (PS):

» Trust the repository “PSGallery” to avoid warnings

= Set-PSRepository -Name PSGallery -InstallationPolicy
Trusted

» Allow execution of local scripts, e.g. S

licy value by running the ls . JOL install the modules from

s to All

= Set-ExecutionPolicy -Scope CurrentUser - ARMING: Version 120,01 o
ExecutionPolicy remotesigned

= |nstall Azure Resource Manager module
» Get-Module AzureRM
» Import-Module AzureRM

No [L] No to ATl [7] Help (default
i Tled at *

n ‘4.4,
ide with

= Check installed version of AzureRM
» Get-Module AzureRM -ListAvailable

= |f there is a new version available
» Update-Module AzureRM
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Using Azure Connectors
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Security Fabric connector for Azure

= Part of FortiOS 6.0 multi-cloud

Security Fabric support

= Also to update dynamic addresses

Edit Address

Name HAtestUbuntu

Color ¥ Change

Type Fabric Connector Address

Fabric Connector Type Microsoft Azure
Filter vm=HAtestUbuntu
Interface

Show in Address List @

Comments

Tags

© Add Tag Category

Edit Fabric Connector

Name

Type

Azure tenant ID €@
Azure client ID ©
Azure client secret @
Azure subscription ID
Azure resource group

Update Interval @

Status [ @)

azure

Application Centric Infrastructure (ACI)
Amazon Web Services (AWS)

VMware NSX
Nuage Virtualized Services Platform

9cbc2019-cdee-4834-9258-41c50034
fd6cefée-76d4-46df-b151-7721b75bf;
ecccccee Change
4ea46438-80d3-4abe-ad07-e28a9631
NewHARG

Use Default gRJsl=e13%
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Azure SDN Connector supported filters

= set filter 'vm=<name>'

= set filter 'securitygroup=<nsg name>"

= set filter 'vnet=<virtual network name>'

= set filter 'subnet=<subnet name>'

= set filter 'vmss=<vmss name>"'

= set filter 'tag.<key>=<value>’

= set filter ‘'vm=<name> & vnet=<virtual network name>’
= set filter ‘'vm=<name> | vm=<name>’

= Current implementation will limit the use to one Azure subscription, and only
resources In use and associated with running VMs

= FortiOS 6.2 will enable multiple connectors of the same type
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License and Config Bootstrapping

Deployment with custom data in Template with PowerShell
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How to Format Custom Data

= Requires base64 encoded
multipart/mixed content

= Use/insert customData
attribute in osProfile section
of template.json

Example

Content-Type: multipart/mixed; boundary="===============0086047718136476635=="
MIME-Version: 1.0

--===============0086047718136476635==
Content-Type: text/plain; charset="us-ascii"
MIME-Version: 1.0

Content-Transfer-Encoding: 7bit
Content-Disposition: attachment; filename="config"

config sys global
set admintimeout 120
set hostname "mycloudinit"
set timezone 26

end

--===============0086047718136476635==

Content-Type: text/plain; charset="us-ascii"

MIME-Version: 1.0

Content-Transfer-Encoding: 7bit

Content-Disposition: attachment; filename="FGVM010000156211.1ic"

QAAAAOCckKptgXQoMvc/3UNFfiIqGohp8MGWOCWh+wSqzcfQV/7e5suEXkls5Uvm9b
ww/aX3dxCvpOFVRTDmadfdfbHWFgAAAAC+a@I1IRT+b72wqY+jUzH7 /AWATI1AhTIU
fA4EPIKgrKoFxdIazYhBXTYwOUeokRx@ySNgM1lYzfdWEa26Gq9/ecdt1FKYKeJ21f
ptbePSNd2w8emQbk5yv1m4i3npIT+Yg0

----- END FGT VM LICENSE-----

- -===============0086047718136476635==- -
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Insert customData Field Into Template

= C\Users\gkaelin\D Distri ALSO\2018-10-24 FortiOS 6.0 Wi B ion\p i fot i json
20 "description": "Password for the FortiGate virtual appliance.” 2
21 }
22 by
p[ 23 ] "customData": {
q 24 "type":"string",
25 "metadata™: {
26 "description": "check Mantis 0449239 for data format"
27 }
28 },
29 "FortiGateName": ({
30 "type": "string",
31 "metadata": {
32 "description": "Name for FortiGate wvirtual appliance.”
33 }

462 "id": "[variables ('compute AvailabilitySet FG Id')]"

463 },

464 "osProfile": {

465 "computerName": " [parameters('FortiGateName')]",

466 "adminUsername": "[parameters('adminUsername')]",
po467 "adminPassword": " [parameters ('adminPassword')]",

4 468 "customData": " [parameters('customData')]"

469 },

470 "storageProfile": |{ v
23102018 23:11:46 | UNLXTKT | | 020 () | Cal 1 |tn 2
= C \Users\gkaelin\D \Channel\Distrit \ALS0\2018-10-24 ForliOS 6 0 Workshop - Azure) ion\ ion\template json

25 "metadata": { -
26 "description": "Name for FortiGate wvirtual appliance.”
27 }

456 "id": "[variables ('compute AvailabilitySet FG Id')]"

457 1,

458 "osProfile": {

459 "computerName": " [parameters('FortiGateName')}]",

460 "adminUsername": "[parameters('adminUsername')]",

P46l "adminPassword": "[parameters('adminPassword')]"
q

462 },

463 "storageProfile": {

L 464 "imageReference": { v
23.10.2018 12:35:34 | UNIXTXT | - | Col 1 |Ln
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Define customData Value in Parameters File

— [l C:\Users\gkaelin\Documents\Channel\Distributoren\ALSO\2018-10-24 FortiOS 6.0 Workshop - Azure\automation\parametersfgt-cloudinit json
13 }, 3
14 "customData"™: {
4 15 "value": "Q29udGVudClUeXBlO0iBtdWx0aXBhcnQvbW1l4ZWQ/IGIvdWoOkYXJISOE,
16 b,
. 17 "FortiGateImageSKU": {
{1| 18 "value": "fortinet fg-vm"
19 b,
20 "FortiGateImageVersion": {
21 "value": "6.0.3"
22 o
23 "instanceType": { v
£ >
23.10.2018 23:08:50 | UNIX TXT | | 020 () | Col 1 | Ln 18
CAlsers\gkaelin\Document s\Channel \Distributoren \AL SO\2018-10-24 FortiOS 6.0 Workshop - Azure\automalion\parameters json
13
P
q
: 14 esK {
Ly | 15 "wvalue": "fortinet fg-vm payg"
16 b, y
£ >
23.10.2018 21:3%:16 | UNIX TXT | | 022 () | Col 42 |Ln 15
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Scenario 2: HA Active-Passive
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New Active/Standby HA

= FortiOS 6.0.0 and 5.6.4

= Minimum three interfaces, better four

» Heartbeat and management interfaces in (hidden) sys
VDOM, unusable for productive traffic

» Management interface for accessing firewalls

* [nside one Azure Region

= Additionally cloud-init support for Azure
IS now native to the cloud

= FortiGate VM for Azure also supports
bootstrapping

» Will enable auto-scaling at some point

Azure
Virtual Network
) ”\\

FortiGate
Availability
Set

Azure traffic
forwarder
with UDR

Ubuntu
Server
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Fetch latest FortiGate Template from GitHub

= https://github.com/fortinetclouddev/FortiGate-AP-HA
» Click ‘MainTemplate.json’

» Click

‘Raw’

» Select all and ‘Copy’

@ Chrome File m View History Bookmarks People

fortinetclouddev / FortiGate-AP-HA ® Watch = 2 s Star | 1 YFork 0
<> Code Issues 0 Pull requests 0 Projects 0 Insights
Branch: master v FortiGate-AP-HA /|[mainTemplate.json | Findfile ~ Copy path

o0 @ Undo #Z )
/A New-M Redo 05987 l.githubusercol mtwombly added readme and diagrams ab4a4d2 27 days ago
< C @ Secure ~x Wfortinetclou o contributors
s Apps [ Public Clou ~C B social B3
‘ | Paste ~V o 1141 lines (1132 sloc) 33.8 KB Blame History =[]
"$schema": "https Eath and Match Style Ty [schemas/ZO‘ {
" : ", elete
";;E;::t‘éi:flo? - Select All A "$schema": "https://schema.management.azure.com/schemas/2015-01-01/deploymentTemplate.json#",
"location": {
"type": "stri Find >
metadata®™: {|  gpelling and Grammar >
"descriptio Sheach >
} P
}e N
e Star'f.chtatlon...
"type": "strii; Emoji & Symbols ~3¥Space
"metadata": {
"description": "Username for the Virtual Machine."



NeW HA CLI config system ha

set group-name '"Test"

set mode a-p

= HA Sync must use unicast IP to set hbdev "port3" 100
SynC, Cannot use L2 set session-pickup enable
) ] set session-pickup-connectionless enable
= Config sync also now working set hamgmt-status enable
over unicast IP addresses config ha-mgmt-interfaces
= Failover Mechanism by sending edit 1
commands directly to Azure set interface "portd”

. t t 10.1.3.1
» Move public IP addresses Seh getensy

» Manipulate UDRSs ) next
= Failover times unpredictable set override disable
» Depends of number of items to re- set priority 255
write set unicast-hb enable
» Serial change, not parallel set unicast-hb-peerip 10.1.2.5

end
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Tips for Successful Failover Testing (1/2)

= Static IP addresses make sense
» Keep config in sync in Azure and FortiOS

= ‘config system sdn-connector’ files are not synced and require
Independent settings for NIC and UDR next-hop

= Inbound traffic requires two Virtual IP elements
» Firewall IP address config is not synced

= Remember static routes to internal networks
= Set override disable
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Tips for Successful Failover Testing (2/2)

= diagnose sys ha checksum show
= diagnose debug application azd -99

= diaghose test application azd -1
1. show HA stats
2. SDN api test
3. HA api test
4. filter list test
99. restart

= ‘HA api test' is NOT a FGCP failover, leading to the twilight zone ©
» Test with a real failure

= Make sure you have independent IP addresses. Remember, they are not synced ;)

= Headache with synced config, including node-specific IP addresses?
config system ha
set sync-config disable
end
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Scenario 3: Network Segmentation
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Network Segmentation — Single Instance FortiGate

Region: West Europe

User Defined Routes

lo-int=rmet 000.0'0 <DMZ LE IP>
lo-subrest-B 10 201 20/24 <FGT-MNVA=
lo-subret-C 10,2001 20024 <FET-MNVA>

to-internet 0.0.0.0/0 VPMN-GW

lo-int=rret 000.0'0 <DMZ LE IP>
lo-subret-A 10 20.1 1.0/24 <FGT-MNVA=
lo-subret-C 102001 20024 <FET-NVA>

: {_.—-"&H
J|\|‘
Segmentation
FortiGate

Server B

lo-int=rmet 000.0'0 <DMZ LE IP>
lo-subret-A 10 20.1 1.0/24 <FGT-MNVA=
lo-subrest-B 10020 12.00 24 <FGT-MNVA=

Server C

e

dev-wnet
10.20.0.0/16

VPN Gateway
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Scenario 4: Cloud DMZ with HA Active-
Active
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Wishful DMZ

F——————— , F——————— ]
| Availability ! | Availability '
| set : DMZ Subnet | set : Internal Subnet
: | 10.20.10.0/24 : | 10.20.20.0/24
[ [
! I ! [
| |
- ' [Fa " [
nic | nic nic | | mic
- I External | External Internal I External | | Internal
fz :l\ ~ Y public IP ! FortiGate 1 ! Firewall Firewall | FortiGate 1 | Firewall
\ J : I DMZ IP DMZ IP : I LAN IP
[ I
: - - N -
| |
Internet nic ! I nic nic ! [ nic
: External | : External |
| FortiGate 2 | =] | FortiGate 2 | =)
| |
| |

VW ]

DMZ Server Internal Server

...................... =

cloud-dmz-vnet
10.20.0.0/16
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One Step Towards Reality — Load Balancers Everywhere

Region: West Europe

r— - - - - -1 r— - - - - . |
| PRI TR | oopn |

Public Facing | Availability | DMZ Subnet DM?Z Internal | Availability | Internal Subnet
| | . ’ . . | | .

_Subnet ,set ' 1020100/24 Facing Subnet ,  set 10.20.20.0/24

10.20.0.0/24 | | 10.20.11.0/24 ! |
| | | |
| | | |
| | ! P2 nic
I | | |

rz :\ — : FE}-{t.;:e;mal1 : : I:E}-nf\('aarnal1 : : Outbound NVA
/ , FortiGate | | FortiGate . Load Balancer
I | | |
J Etjr;;'a:fer | | MZ NVA Inbound NVA | |
I | load balancer Load Balancer | |
| |
lnternEt nic : nic : nic | : nic

| External | i1 External
| FortiGate 2 | = | FortiGate 2 | =]
| | | | .
| |

Vim ]

DMZ Server Internal Server

...................... =

cloud-dmz-vnet
10.20.0.0/16
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Validated Design — Single Arm Internal FortiGate

Region: West Europe
User Defined Routes

10.20.15.0/24

10.20.0.0/24

S ——— - to-internet 0.0.0.0/0 <Internal NVA LB IP>
<no UDR> fo-Intenal 10.20.20.0/24 <intemal NVA LE P> LA sl L LSO L2 to-DMZ 10.20.10.0/24 <Internal NVA. LB IP>
to-public-facing 10.20.0.0/24 <DMZ LE IP> et st btk SOk Lol e to-public-facing 10 20.0 0/24 <DMZ LB IP>
r—— - - - l
pa ! Availability ! e Parimat
Public Facing | I DMZ Subnet n.er|1a ErimeErer Internal Subnet
subnet ! set 1 10.20.10.0/24 LB Subnet 10.20.20.0/24
|
|

g

External
FortiGate 1

nic

254 Internal NVA
Load Balancer

fz}q\ | PubliclP
External MWA
/
lozd balancer

Internet -l

MZ NVA

load balancer

nic

External
FortiGate 2

gl []iC

. - |
| Availability set |
|
| | (2]
| g | =
DMZ Server | | o <
I External External : nternal Server
| FortiGate 1 FortiGate 2 |
|
|

______________________ >

cloud-dmz-vnet
10.20.0.0/16
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Cloud DMZ with Internal Segmentation

Region: West Europe

User Defined Routes

=no UDR=>

fo-Int=rnet 0.0O.0.0FD =DME LB P>
fo-Internal 40202000024 <Internal MVA LB IF>
fo-Internal-2 10.20.21.0024 <Interral MVA LE IP>

Internet

External Nya
load balancer

fo-public-facing 10.20.0.0/24 <DMZ LE IP>

P
: Availability | DMZ Subnet
1 set
1
1
1

10.20.10.0/24

nic

External
FortiGate 1

MI VA
|pad balancer

nic
External
FortiGate 2

fo-internat 0.0.0.0/0 <DMZ LB IP>
to-public-facing 1020000024 <DMZ LB IP>
to-onpremise 192.188.0 0018 VPN-GW

Internal Perimeter
LB Subnet

10.20.15.0/24

Internal NyA
Load Balancer

to-internet 0.0.0.000 <Intemal NVA LE IP>

to-internal-2 10.20.21.000 <Intermal NVA LB IP=

to-DMZ 10.20.10.0V24 <Intemal NVA LB P>
to-public-facing 10.200.0/24 <DMZ LB IP=>
to-onpremise 192.168.0. 0016 WVPN-GW

¢

cloud-dmz-vnet

to-internet 0.0.0.0/0 <Intemal NVA LB IP=
to-internal-1 10.20.20.000 <intemal NVA LB IP>
to-DMZ 10.20.10.0724 <Intemal NVA LB IP>
to-public-facing 10.20.0.0/24 <DMZ LB IP=>
to-gkhome-subnet 182.168.0.0/16 VPMN-GW

rma | Subnet
10.20.21.0/24

10.20.0.0/16

External
FortiGate 2

External
FortiGate 1

Internal 2 Server

wernal Subnet

10.20020.0/24

Internal Server

VPN Gateway

F
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External FortiGate Configuration — Routing

=" = FortiGate VMé64-Azure  CldDmzFgtHaExt-A OM L1 gabriel Q ~

= There seems to be noway to %255

> + Create New
e . .
¥ Security Fabric ? Destination Gateway Interface Comment
check the backend probe L ommome omior Bamge
I—I' Network v 168.63.129.16/32 10.20.10.1 [® dmz (port2) Azure - Internal Load Balancer ...

Packet Capture

Balancers (Basic).

SD-WAN Status Check The Azure Basic Internal Load Balancer propes
SD-WAN Rules backend hosts for availability by using this public IP

= Check probe traffic on

Policy Routes

FortiGate:

status for Internal Load \

QOSPF
BGP

1i 1032 Sh

Multicast

e e & System >
__jj com B Policy & Objects >
Q

CldDmzFgtHaExt-A # diagnose sniffer packet port2 'port 22°'
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FortiGate Configuration — Session Sync with FGSP

External FortiGate A External FortiGate B

CldDmzFgtHaExt-A # show system cluster-sync CldDmzFgtHaExt-B # show system cluster-sync
config system cluster-sync config system cluster-sync
edit 1 edit 1
set peerip 19.28.18.5 set peerip 18.28.18.4
set syncvd “"root™ set syncvd "root”
next next
end end

CldDmzFgtHaExt-A # show system ha CldDmzFgtHaExt-B # show system ha
config system ha config system ha

set hbdev "port2™ 5@ set hbdev "port2™ 5@

set session-pickup enable set session-pickup enable

set session-pickup-nat enable set session-pickup-nat enable

set override disable set override disable

end and

CldDmzFgtHaExt-A # [

CldDmzFgtHaExt-B # |
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Testing Session Sync

= Diagnostic Commands:
» # diag debug application hasync -1 » unix $ openssl s_client -connect
» # diag debug application hatalk -1 [e.g.] 194.40.217.50:443

» # diag debug application hamonitord -1 ” fgt # diag sys session list
» fgt # diag sys session sync

= Example (in an AWS environment with different IP addresses than the rest in these slides ©)

>-fgtlh # diagnc
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Create Internal FortiGate HA Cluster using Template

MNew

Dashboard

All resources

Resource groups

App Services

re

New
Dashboard
All resources
Resource groups
App Services
Virtual network gatew...
Function Apps
SQL databases
' Azure Cosmos DB

Virtual machines

4’ Load balancers

New » Template deployment

(&) Template deployment

Applications running in Microsoft Azure usually rely on a combination of resources, like databases,
servers, and web apps. Azure Resource Manager templates enable you to deploy and manage these
resources as a group, using a J30ON description of the resources and their deployment settings.

Edit your template with IntelliSense and deploy it to a new or existing resource group.

New > Template deployment

New

s =

Dashboard

PUBLISHER

DO

New » Template deployment » Custom deployment

Edit template

Amn Manager template

3 ’ Parameters (26)
3 Variables (39)

+ Add resource T Quickstart template * Load file

Microsoft

All resources

> Edit template Search resourc

: ! Download

-

1q

2 "$schema”: "https://schema.management.azure.com/schemas/20815-81-81/deploymentTemplate. jsoni#”,

- ) 3 "contentVersion”: "1.8.2.8",
- Resources (10} a “parameters”: {
3: [variables( compute_AvailabilitySet... [ "location": {
[variables{routeTable1Name")] (M. 6 “type": "string”,
[varizbles(routeTable2Name] (Mi.. 7 metadata™ { .

a8 description”: "location

N SettingUpVirtualNetwork (Microso... 9 1

«# [variables(internalLEName")] (Micr... 1a 1

N SettingUpPubliclPandFollowing (... - “adminUsername”: {
12 "type": "string”,

l [variables(network_NIC_fg12_Na... “‘ " ne
13 metadata”™: {

BB fvariables(network NIC_fg22 Na.. 14 "description”: "Username for the Virtual Machine."

L [variables('compute_VM_fg1_Nam... 15 1

L [variables('compute_VM_fg2_Nam... 16 I
17 "adminPassword”: {
18 "type": "securestring”,
19 "metadata”: {
28 "description”: "Password for the Virtual Machine.”
21 1

> Custom deployment

Custom deployment

m template

Learn about template deployment
) Read the docs[@

,I‘ Build your own template in the editor

mmon templates

Create a Linux virtual machine
Create a Windows virtual machine
B Create a web app

il Create a SQL database

Bd a GitHub quickstart template

lect a template (disclaimer) @

‘\

[ype to start |

F
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Deployment Steps in this Demo

= Create Virtual Network and Subnets

= Deploy External FortiGate HA (A/A) Cluster from Azure
Marketplace

= Configure External Load Balancer

= Configure external FortiGates

= Deploy DMZ Server

= Configure Azure load balancer and routes for outbound

= Deploy Internal FortiGate HA (A/A) Cluster from Template
= Configure internal FortiGates from DMZ Host

= Configure Azure internal load balancer and routes
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L essons Learned

= Access internal FortiGates from DMZ server. I've encountered
login difficulties when connecting from Internet — | wouldn’t get
past the login mask.

= Don’t use ping to check connectivity to the Internet. It's not
supported across Azure load balancers. Use e.g. Telnet instead.
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Wrap-Up
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Read Microsoft Documentation

N%)

Resource
group

Internet

- — T Public IP__ -
|
10.0.0.4
Security Subnet
10.0.0.0/24 Virtual Network
Appliance
Route Table Route Table
NextHop 10.0.0.4 | FT 1 E NextHop 10.0.0.4
BackEnd FrontEnd
10.0.2.5 10.0.2.6 10.0.2.4 NSG NSG 10.0.1.5
E E E BackEnd Subnet FrontEnd Subnet E
| | 10.0.2.0/24 10.0.1.0/24 |
AppSrvl  AppSrv2  DNSO1 Web Server <

Wirtual Network

https://docs.microsoft.com/en-us/azure/best-practices-network-security
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Glossary

= User Defined Routes

» Policy routes which can override system and BGP routes on the Azure route
service. These are typically required to engage FortiGate in an Azure VNET.

= Network Security Groups

» Layer 3/Layer 4 ACLs which can be assigned to NICs or Subnets in Azure.
These should not be configured on the same subnet with a UDR and a UDR
route target (next hop), so typically not on the same subnet as the FortiGate.

= Avallability Set

» Provides a model to separate VMs into unigue fault domains. This is the
reliability model for Azure. FortiGates in HA should be in a common Avalilability
Set
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Typical Technical Problems

= Azure Routing
» UDRSs incorrectly deployed or not applied to appropriate subnet
» UDRs and NSGs deployed on the same subnet as the FortiGate

» UDRSs not actually overriding system or BGP routes because they are not as
specific

= FortiGate Routing

» FortiGate must have route to any network or subnet in which it doesn’t have an
Interface.

» FortiGate route table is distinct and disconnected from Azure routes.
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